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1. The Northern Ireland Human Rights Commission is a statutory body 

established under section 68 of the Northern Ireland Act 1998.  The 
Commission’s functions under s69 of the Act include keeping under review the 
adequacy and effectiveness of law and practice relating to the protection of 
human rights; advising on legislative and other measures which ought to be 
taken to protect human rights; and promoting understanding and awareness of 
the importance of human rights. 

 
2. The Commission uses the European Convention on Human Rights (ECHR) and 

other international human rights standards as a basis for examining any 
legislative or policy proposal.  It also takes account of relevant domestic 
legislation, including the Human Rights Act 1998 (which gave effect at 
national level to the ECHR) and, in the context of this consultation, the Data 
Protection Act 1998 (DPA).  The Commission always promotes best practice in 
relation to human rights issues, rather than minimal compliance, and so it takes 
account also of policy documents such as the Department’s guidance on 
Protection and Use of Patient and Client Information.   

 
3. In general terms the Commission believes that personal information held by 

health and personal social services (HPSS) agencies should be managed in 
accordance with the principles of confidentiality, security, accountability and 
transparency.  The Data Protection Principles set out in the DPA should be 
complied with.  This means, for example, that data should be only collected for 
proper purposes; it should be used for those purposes; patients and clients 
should be made aware of who will have access to it, and for what purposes; and 
patients and clients should have access to all the data other than in certain 
exceptional circumstances. In most circumstances informed consent to the 
collection, retention and use of data should be sought. 

 
4. The Department’s consultation document, Protecting Personal Information, 

identified a number of important issues surrounding the current data 
management practices within the HPSS.  The Commission accepts the view 
that the present approach is in breach of the law and that implied consent is 
unlikely to be a valid basis for the use of personal information by HPSS bodies.  
We will provide detailed reasoning for that conclusion, but wish to make it 
clear at this point that one of the most critical uses of this data—for the 
maintenance of a cancer registry—is, in our opinion, compatible with human 
rights even if technically in breach of the DPA, so long as measures are put in 
place at the earliest opportunity to enhance the anonymisation procedures and 
to address, as far as is reasonably practical, the principle of informed consent.  
We will return to this matter below.   

 
5. The Commission concurs with the statement at 3.2(iii) of the consultation 

document that, if data cannot be anonymised “to an acceptable degree”, then 
service users must give informed consent.  The Commission assumes that the 
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6. The Commission considers that anonymisation could address some of the 

important concerns which arise in relation to the processing of personal 
information.  However, it is not clear that the Department currently anonymises 
data sets to “a level which allows no practical risk of individuals being 
identified”.  The Commission is of the view that, until such a uniform practice 
is adopted for all HPSS data sets, the Department should operate according to 
the presumption that the data should be classified as “personal data”. The terms 
of the Data Protection Act would apply to such information as would all 
appropriate safeguards.  The Commission is of the view that, as matters stand, 
“acceptably anonymous data” as described in paragraph 3.8 would constitute 
personal data under the DPA to the extent that the unique identifier was 
transparent, either in terms of how it was constructed or in terms of the systems 
available for converting the identifier back into personal identity data.  A crude 
identifier which, for example, removed a data subject’s name and address and 
used undisguised postcode information would be unlikely to be sufficiently 
anonymous to be classified as “non-personal” data.  A more sophisticated 
encoding would still be inadequate if it were possible for many people in HPSS 
bodies to obtain reverse access or “translations” of the identifier, so that there is 
a clear need for a secure specialist “firewall” office in charge of issuing the 
identifier and processing, with stringent safeguards, any requests for reverse 
access.  (This already happens in cancer registries.)  The Commission considers 
that the proposal put forward in Scotland represents both a more effective 
means of anonymisation and one which is much less likely to breach the 
privacy protections contained in Article 8 of the Convention. 

 
7. The Commission considers that reliance on implied consent in relation to the 

processing of personal information does not meet the requirements of the Data 
Protection Act or the Human Rights Act.  The right to respect for private and 
family life guaranteed by the Convention is not an optional matter for public 
authorities.  Section 6(1) of the Human Rights Act clearly states that “it is 
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8. Here it may be useful to cite the Article in full, highlighting some especially 

relevant phrases: 
 

1. Everyone has the right to respect for his private and family life, 

his home and his correspondence. 

2. There shall be no interference by a public authority with the exercise 

of this right except such as is in accordance with the law and is 

necessary in a democratic society in the interests of national security, 

public safety or the economic well-being of the country, for the 

prevention of disorder or crime, for the protection of health or 

morals, or for the protection of the rights and freedoms of others. 

 
9. Some of the salient points are that any interference with privacy by HPSS 

bodies (including any storage and use of personal information) should conform 
to legislation that is accessible and clear, especially as to the conditions and 
extent of any permissible interference.  It must be necessary (rather than merely 
useful, or convenient).  It should serve an important interest, such as the 
protection of health of the data subject, of other individuals or of the general 
population.  Whatever interest is relied on, the interference must be 
proportional to the expected benefit.   

 
10. The Department sets out three circumstances in which it is considers that 

implied consent to processing of personal information would be valid.   
(i) The provision of personal care and treatment.  The Commission 

considers that the number of health and social care professionals who 
have access to personal information ought to be kept to the minimum 
necessary if the public authority seeks to rely on implied consent.  
The Commission does not consider that the arguments against 
seeking full informed consent for information relating to the 
provision of personal care and treatment are particularly compelling. 

(ii) Assuring and improving the quality of care and treatment.  The 
particular issues around a cancer registry service are addressed 
below.  As a general rule the Commission considers that, if personal 
information is to be used for audit purposes, either it should be 
anonymised to remove all identification information or the individual 
patient should be asked to provide explicit consent.  The 
Commission is not convinced that the benefits to the public health 
from audit outweigh the risk of a breach of an individual’s right to 
privacy. 
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(iii) Co-ordinating care between HPSS and other agencies.  The 
Commission considers that, where such sharing of information is 
essential to maintain the health and welfare of vulnerable patients, 
then implied consent may be appropriate, subject to the need for a 
proportionate approach. 

 
11. In general the Commission considers that implied consent should only be used 

in narrowly defined exceptional cases.  Those involved in HPSS care should 
seek to develop data collection systems which prioritise patient autonomy.  
HPSS agencies should work towards a situation where advance agreement is 
sought from patients with respect to the use of their personal information in all 
cases.  

 
12. The Department seeks advice on the mechanisms and methods to be used in 

obtaining express consent.  The Commission would refer to the Department’s 
consultation document on Consent to Examination or Treatment: Good 
Practice in Consent: Implementation Guide which provides a clear exposition 
of the practical, ethical and legal requirements of informed consent.  In 
practical terms the Commission considers that express consent should be 
sought at the time when the personal data is collected, if that is possible in the 
circumstances, and otherwise at the first available opportunity.  Individual data 
subjects should be informed at that point of their right to rescind their consent 
at a later date.  Subject to the exercise of that right the express consent which 
has been given should remain valid until the HPSS agency is informed 
otherwise.  Consent should be sought at each instance of data collection to 
comply with the Data Protection and Human Rights Acts.   

 
13. The Commission would not favour the introduction of permanent legislation 

analogous to section 60 of the Health and Social Care Act 2001 which applies 
in England and Wales.  (This allows the Secretary of State to make orders 
overriding the duty of confidence in relation to HPSS records.)  Such an 
approach would subvert the protections which were created by the Data 
Protection and Human Rights Act framework.  The Commission is not satisfied 
that the rationale offered for this legislation justifies the suspension of personal 
information protections.   

 
14. The Commission notes that one of the main arguments being advanced in this 

jurisdiction for new legislation is that it would be the only means of 
maintaining an effective cancer registration service.  The Commission would 
wish to make the following observations: 

(i) Cancer is not a notifiable disease.  It is not a contagious or 
communicable disease and to classify the wide range of cancers in 
such a way would require an unacceptable stretching of the concept 
of notifiable disease in terms of the existing law.  On the other hand, 
the Commission recognises that mortality and morbidity patterns 
have changed very significantly over the years, so that some diseases 
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(ii) Whether through notifiability or otherwise, the use of data by a 
cancer registry on any basis other than consent would depend on 
demonstrable and proportional public health benefits ensuing from 
the interference with privacy.  For example, a registry that did not 
produce reliable or reasonably complete data could not contribute 
substantially, if at all, to the development of treatment strategies or 
resource allocation.   

(iii) It follows that the case for a registry depends on the collection of 
highly accurate, detailed and timely information, and thus that a 
more extensive interference with privacy (that is, the collation of a 
greater amount of personal data to a standard that allowed cross-
checking, validation and the tracking of individual cases over time) 
may be justifiable to a greater extent than a lesser interference (the 
collation of less complete and less reliable data).   

(iv) The Commission is prepared to work from the assumption that 
cancer registry, based on comprehensive data, actually does help to 
inform treatment strategies in ways that could not otherwise be 
achieved, and helps to allocate health service resources 
appropriately.  We further accept that the Northern Ireland cancer 
registry would not be able to operate, and the value of its work to 
date would be lost, if it had to adhere strictly to the existing law and 
process only data obtained after informed consent had been given.  
We do not think that these are contentious views: the contention is 
over whether the interference with privacy in processing patient data 
is justified in the absence of a requirement for informed consent.  
The presumed effectiveness and utility of the registry gives the 
exercise the comfort of at least two of the exceptions set out in 
Article 8(2) (protection of health, and economic well-being).  If it 
were certain that cancer registry would, in the long run, save lives, 
the interference is easier to justify as to proportionality and a claim 
could also be made on Article 2 of the ECHR, which states the right 
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(v) The Commission notes that in the consultation document no reasons 
are advanced as to why “informed consent for cancer registration 
may not work”.  This is an unfortunate omission in terms of 
informing the consultative process.  From representations made to it, 
the Commission understands that some of the problems that may 
impede reliance on informed consent are as follows.   
 The overall problem seems to be that any requirement to seek 

consent introduces an opportunity for valuable data to be lost.  If 
data cannot be processed because, for whatever reason, consent 
has not been secured, the value of the registry is severely 
compromised; much more so if the incidence of refusal of (or 
failure to secure) consent is not exactly proportionate across 
different groups of patients.  In fact it is foreseeable that certain 
groups of patients are much more, or less, likely than others to 
give informed consent.  Data that is skewed to an unquantifiable 
extent by such considerations as age, pre-existing illness, mental 
capacity, education, social class, ethnicity, language, the 
particular consultant or GP dealing with the patient, and so on, is 
of no value.    

 Turning to specific instances in which consent may not be 
obtained, it is necessary to consider the practicalities of seeking it 
at the same time as telling the patient that they have cancer.  The 
extremely traumatic experience of receiving such a diagnosis 
often leaves the patient incapable of taking in basic information 
about the immediate future, much less absorbing an explanation 
of the function and activities of a cancer registry.  It may be quite 
improper, even where the patient is calm and comprehending, to 
take up time with essentially technical matters during such an 
interview.  The best interests of the patient are more likely to be 
served by a process of giving basic information and support than 
by requiring informed decisions of the patient, especially a 
decision involving the discussion of such concepts as mortality 
rates, computer security and unique patient identifiers.   

 There is a minority of patients who decline to accept the 
diagnosis: they simply deny that they have cancer.  Sometimes 
this is a coping mechanism that may be of more than 
psychological importance to the individual: it may actually 
impact positively on their quality of life, and perhaps on their 
survival.  For these patients, there is never a possibility of 
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 Sometimes it might be in the best interests of the patient not to 
discuss the diagnosis, if for example there is a pre-existing 
terminal condition and the cancer may not affect the outcome. 

 Some cancers may not be diagnosed until the point where they 
have already affected the patient’s capacity to make decisions.  
Cancers also occur in people who are incapable of giving valid 
consent for other reasons, such as learning difficulty or mental 
health problems.  In any such cases, there may not be another 
person available and competent to give valid consent on their 
behalf at the time of diagnosis and at each subsequent instance of 
data collection. 

 The registry may need to collect information on pre-malignant 
conditions, and it could be unnecessarily distressing to involve 
the patient in a discussion of the cancer registry when imparting a 
diagnosis of a less serious condition. 

 Some patients may not want to know anything about how the 
HPSS bodies manage their data or may decline even to discuss it; 
for example, they may feel that this is too trivial a matter to 
occupy them.  It would be wrong to force information on anyone 
who did not want it, and in these cases there must be a reasonably 
strong presumption of consent to the management of data so long 
as there is consent to the overall clinical management of their 
illness.   

 Finally, there may be other reasons, based on the patient’s beliefs 
or fears (even if these are groundless), that could lead a patient to 
refuse consent to use of their data; for example, they may be 
afraid that the registry would release information to insurers.  In 
such cases, the information may be provided and understood but 
consent is still withheld.   

(vi) Since the registry can only operate effectively if it has access to the 
data from the time of diagnosis, it is not possible to follow the ideal 
procedure of informed consent at the moment of data collection.  
Many of those who are not informed about the registry at that point 
could probably be informed, and their consent sought, at a later 
stage.  This does not resolve the problem, in that while we might 
expect most patients to understand and agree to the use of their data, 
others would have difficulty making a truly informed choice, and 
some would still decline.  In any event it is doubtful that consent 
given retrospectively would make the initial processing of the data 
lawful.  Even so, where it appears to the clinician that the patient is 
capable of discussing the matter some time after diagnosis, as much 
information as the patient wants should be given, regardless of 
whether the patient seems likely to offer consent to the continued use 
of her or his data.   

 8



(vii) The Commission therefore is clear that, without notifiability or some 
other means of permitting use of the data without informed consent, 
the cancer registry would not be able lawfully to collect data on a 
proportion of patients.  We would like to have seen some empirical 
support for the argument in paragraph 3.27 that those refusing to 
give consent are unlikely to be a representative subset of the 
population.  However we are willing to accept the premise that, in 
order to be useful, the registry needs to have the fullest possible 
coverage of persons diagnosed with and dying of the disease, 
including those who, for such reasons as those suggested above, do 
not or cannot give informed consent at the point of data collection.   

(viii) It is clearly contrary to human rights principles to allow the 
collection and management of data unless it is “in accordance with 
the law” (Article 8 ECHR).  It is also unreasonable to ask HPSS 
professionals to continue to work in breach of the law.  It is therefore 
necessary to ensure that, unless and until cancer data can be so 
effectively anonymised that implied consent can be relied on, any 
use of personal data needs to be covered by new legislation.   

(ix) Concerns about the quality of data which will be obtained if a 
substantial proportion of the population do not allow their data to be 
processed raise issues other than how the consent issue may be 
circumvented.  If large numbers of people want to opt out of the 
system then there is also an onus on HPSS to determine the reasons 
for this response, and to address the problem also by non-legislative 
means such as awareness raising.  If many more people were aware 
of the existence, function and needs of a cancer registry before they 
were themselves diagnosed with cancer, we might expect fewer 
people to object to their data being passed to the registry.   

 
15. In light of the foregoing the Commission considers that further consideration 

should be given to making cancer a notifiable disease, possibly including a 
general reform of the system of notifiability so that it more clearly addresses 
data processing for public health purposes as one of the primary objectives.  
This could shift the focus from communicability to mortality, and might extend 
to surveillance of, for example, childhood accidents, cardiovascular disease and 
other major public health issues, but that would be a matter for debate.   

 
16. In the interim there is a case for legislation in Northern Ireland broadly similar 

to section 60 of the Health and Social Care Act 2001.  However this should be 
seen strictly as a transitional measure, lasting for no more than a few years, 
pending the development of more robust systems for anonymisation.  The 
Commission commends the approach to this issue which has been adopted in 
Scotland.  It is important to ensure that any anonymisation service does not 
result in double counting, allows individuals to be traced for consent purposes 
when there is a specific need (for example, in relation to genetic markers or 
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17. It may be asked why the Commission proposes that an interim solution is 

acceptable, that is, why it would accommodate a less satisfactory approach than 
permanent legislation such as a reform of notifiability.  There are three main 
reasons.  As indicated, the Commission believes that the latter approach 
requires further consideration, and that should include a fresh public 
consultation.  Secondly, it is clearly intolerable that HPSS professionals be 
required to operate under a regime which, as the Department acknowledges, is 
at present probably unlawful.  Thirdly, human rights principles have in other 
contexts allowed, even required, the temporary application of certain practices 
that might otherwise found breaches where the aim is legitimate and the 
interference proportionate.  For instance, although non-discrimination is a 
central feature of many human rights instruments, exceptions from such 
provisions to allow redress for historic imbalances, whether or not arising from 
direct discrimination, are specifically permitted under the UN Convention on 
the Elimination of Racial Discrimination, and closer to home, the quota system 
in recruitment for the Police Service of Northern Ireland has been found to be 
lawful in terms of the European Convention.  From this, it can be said not only 
that an interim legislative solution is acceptable, but that, even under the 
present system, the immediate passing of data without consent for cancer 
registry purposes could be acceptable if there were an intention in every case to 
seek informed consent at an appropriate time (say, within three months of 
notification of diagnosis).   

 
18. Apart from the cancer registry question, it is suggested that, as in England, 

legislation overriding the common law duty of confidence could allow access 
without consent to personal data for probity, that is, for such purposes as 
auditing a selection of individual records to ensure that funds were spent 
appropriately.  Such a use comes within the “economic well-being” exception 
in Article 8, and could also go towards the “prevention of crime” (such as 
fraud) and “protection of health” (in that it helps to ensure efficiency in the 
delivery of health services).  However the absence of the more compelling 
arguments that this interference with privacy could save lives, and/or help to 
indicate the best treatments for the data subject or other patients, makes this a 
weaker case.  A further consideration is that any audit is concerned with 
historical information, that is, reviewing the documentation on past events, so 
that it should in principle be possible to seek consent before accessing 
individual records; it may be less convenient but the data should not be any less 
useful after the slight delay involved.  The Commission would urge against the 
use for probity purposes of access without consent where consent can be 
secured, or where consent is reasonably withheld.   

 
19. The Commission commends the Department for its careful consideration of 

human rights issues in the consultation document.  It urges the Department to 
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